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Format for Today’s Webinar 

• 20 minutes: Introduction and overview of COVID-19 tests and 
COVID-19 related fraudulent activity in the marketplace – Ilisa 
Bernstein and CDC Update – Lisa Koonin

• 10 minutes:  Q&A focused on COVID-19 tests and fraudulent activity 
and CDC update – Michael Hogue, Ilisa Bernstein, Dan Zlott, and Lisa 
Koonin

• 20 minutes: Open Forum: A Minute for Your Thoughts – Michael 
Hogue

• 10-minute Wrap Up: Review of APhA’s Ongoing Activities and 
What’s Coming  
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COVID-19 Tests – A Rapidly Evolving Market

• Currently 22 FDA approved 
tests under Emergency Use 
Authorization (EUA)

• Most tests take several days to 
a week for results

• Recently, several rapid 
diagnostic tests approved 
under EUA that deliver results 
in 5-15 minutes

https://www.fda.gov/medical-devices/emergency-situations-medical-devices/emergency-use-authorizations
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Fraudulent medical products & scams

Drugs/Dietary 
Supplements

Vaccines Tests

Personal 
Protection 
Equipment

Examples of claims….
--“provides a real prevention regimen 
for a number of maladies – including 
the Corona Virus known as COVID19.”

-- “Saline therapy also helps the lungs 
fight against the novel Coronavirus”
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Rogue online sellers

https://www.legitscript.com/blog/2020/03/bogus-cures-and-
unapproved-treatments-for-covid-19-flood-the-internet/ (March 26, 2020)

U.S. v. JOHN DOE, a/k/a “coronavirusmedicalkit.com 
– Exhibit A Case No. A-20-CV-306 

https://www.legitscript.com/blog/2020/03/bogus-cures-and-unapproved-treatments-for-covid-19-flood-the-internet/
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Rogue online sellers

Source: Alliance for Safe Online Pharmacies
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In March 2020: 

• At least 100,000 new domain names were registered
o Terms like “covid,” "corona," and “virus”[1]

o More domains registered to sell items such as medical masks.[2]

o Domains were used to spam out advertisements for COVID-themed scams. 

• Phishing….The number of confirmed malicious COVID-related domains is in the thousands.

• New domain names fitting the phishing profile are being registered at the rate of around 1,000 per day.[3]

[1] Don’t Panic: COVID-19 Cyber Threats.” Palo Alto Networks Unit 42 blog, 24 March 2020, at: https://unit42.paloaltonetworks.com/covid19-cyber-threats/
[32 “Domain Name Registration Data at the Crossroads: The State of Data Protection, Compliance, and Contactability at ICANN.” Interisle Consulting Group, LLC, 31 March 2020, page 18, at: http://bit.ly/DataCrossroads
[3] Id. 

Source: Alliance for Safe Online Pharmacies (March 2020)

COVID related domain registration ramping up

https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Funit42.paloaltonetworks.com%2Fcovid19-cyber-threats%2F&data=02%7C01%7Cibernstein%40aphanet.org%7Cc55518ee885f4f2e396408d7d5cf072b%7C6577def6f03f4adba697e1535f172506%7C1%7C0%7C637212957733654748&sdata=Yhz9QTHf5zq6bK376%2FGRuo79xc2Pjn4UokMggc9rSG8%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbit.ly%2FDataCrossroads&data=02%7C01%7Cibernstein%40aphanet.org%7Cc55518ee885f4f2e396408d7d5cf072b%7C6577def6f03f4adba697e1535f172506%7C1%7C0%7C637212957733664707&sdata=Ws%2B3M%2B8k35txeOH%2F%2Bm4O6SSljeT%2FkIixJmbFTsMFxH0%3D&reserved=0
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Scams
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Does it seem too good to be true?

Unsolicited offers for products in short supply

Offers from unknown sources

Personal testimonials

Requests for patient health information

Red flags

“miracle”
“prevents”

“immediate 
test results”

“cure”

“hydroxychloroquine 

API for sale”

“treats a 
wide range 
of diseases”

“test in 
the 

privacy of 
your 

home”
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✓ Be informed -- Fact check
• Is the product FDA approved or cleared or under an Emergency Use Authorization (EUA)

❑ For drugs check:  https://www.accessdata.fda.gov/scripts/cder/daf/index.cfm

❑ For biologics check: https://www.fda.gov/vaccines-blood-biologics/biologics-products-establishments

❑ For devices check: https://www.fda.gov/medical-devices/products-and-medical-procedures/device-
approvals-denials-and-clearances

❑ For EUAs:  https://www.fda.gov/emergency-preparedness-and-response/mcm-legal-regulatory-and-policy-
framework/emergency-use-authorization#2019-ncov

• Is the product on the drug shortage list?
❑ Check:  https://www.accessdata.fda.gov/scripts/drugshortages/default.cfm

✓ Know your source
• Only buy from trusted sources.  Do your due diligence.

✓ Protect patient information

✓ Practice smart online safety

✓ Report suspected fraud to FDA, FTC, FCC (check their websites for reporting 
portals)

Protect your pharmacy and patients

https://www.accessdata.fda.gov/scripts/cder/daf/index.cfm
https://www.fda.gov/vaccines-blood-biologics/biologics-products-establishments
https://www.fda.gov/medical-devices/products-and-medical-procedures/device-approvals-denials-and-clearances
https://www.fda.gov/emergency-preparedness-and-response/mcm-legal-regulatory-and-policy-framework/emergency-use-authorization#2019-ncov
https://www.accessdata.fda.gov/scripts/drugshortages/default.cfm
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You received the 
following email.  Should 
you accept this offer?

Polling Question
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Breaking Information:

CDC Information for Healthcare Professionals

Pharmacists and Pharmacy staff
Lisa M. Koonin DrPH, MN, MPH
Health Preparedness Partners, LLC
A subcontractor of General Dynamics Information 
Technology (GDIT)
Senior Advisor in support of the CDC 2019 Novel 
Coronavirus (nCoV) Response
Centers for Disease Control and Prevention (CDC)
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• Use the Questions field on the GoToWebinar toolbar to submit comments 
and  questions related to the topic discussion

• Individuals whose submissions are selected will be asked by the moderator 
to state the comment or question for the audience.  The line for the 
individual will be unmuted to read their comment or question.

• To maximize the number of questions/comments addressed, a 60-second 
time limit will be in effect for each individual to state their question or 
comment.  

• We will try to get to as many comments and questions as possible.  We 
have created a new forum for COVID-19 discussions where further 
discussion post-webinar.  Information on participating in this forum will be 
provided at the end of the open forum.

Open Forum Ground Rules
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Open Forum Discussion: Part 1
Comments, Questions, Feedback on 

COVID-19 Tests and Fraudulent 
Activity
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Open Forum Discussion: Part 2:
A Minute for Your Thoughts
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Review of APhA’s Ongoing 
Activities and What’s Coming
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NEW Episodes – APhA’s 15 on COVID

An education series designed to 
help you sort COVID-19 fact from 
fiction. Each episode is 15-20 
minutes and provides CPE.

• Episode 3: NSAIDs in COVID-19 (3/27) 
http://elearning.pharmacist.com/pro
ducts/6031/15-on-covid-19-03-27-
2020-nsaids

• Episode 4: ACE-Inhibitor/ARB Therapy 
and COVID-19 (3/30) 
http://elearning.pharmacist.com/pro
ducts/6034/15-on-covid-19-03-30-
2020-ace-i-arbs

http://elearning.pharmacist.com/products/6031/15-on-covid-19-03-27-2020-nsaids
http://elearning.pharmacist.com/products/6034/15-on-covid-19-03-30-2020-ace-i-arbs
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In the past week….

• Pharmacist Safety: APhA requested OSHA to clarify protections for pharmacists and 
pharmacy staff as front-line providers of patient care.  New OSHA COVID-19 Guide:  
. https://www.osha.gov/Publications/OSHA3990.pdf

• Compounding: APhA sent joint comments to FDA urging flexibility to allow pharmacists 
to compound products that are at risk of shortage and flexibility for the temporary 
compounding of alcohol-based sanitizer guidance in light of ingredient shortages

• Inappropriate Prescribing: APhA issued statements, alone and jointly with AMA and 
ASHP, on inappropriate prescribing and dispensing of COVID-19 off-label medications 

G

https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.osha.gov%2FPublications%2FOSHA3990.pdf&data=02%7C01%7CABurns%40APHANET.ORG%7C92af8289c15e49a9d03108d7d5dad55d%7C6577def6f03f4adba697e1535f172506%7C1%7C0%7C637213008173037984&sdata=iAchQaWRsEmf8gP7qO3XqCGdoettuxtPMSvbj4hWq3Q%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fmessaging.aphanet.org%2Fc%2F11wvOcQHRAyXhxhuKLlxneSNEHIO&data=02%7C01%7CABurns%40APHANET.ORG%7C45ede0d93e094462815c08d7d69cdf1d%7C6577def6f03f4adba697e1535f172506%7C1%7C0%7C637213841556639225&sdata=804GHU3AIdD5aiwDLNCuC9xmIm6WJzC9EjIa3La2YW0%3D&reserved=0
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NEW COVID-19 Practice Resources
• COVID-19 Basics

• FAQ’s on Medications

• Managing Suspected Cases

• Tips for Protecting Community 
Pharmacist and Pharmacy Staff 
from COVID-19 Crisis

• Resources on Personal Protective 
Equipment (PPE)

• More resources on the way

https://www.pharmacist.com/coronavirus/resources-training
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NEW What Pharmacists Need to Know

Access publicly available 

resources for what 
pharmacists 

need to know

https://www.pharmacist.com/
coronavirus/pharmacy-topics

https://www.pharmacist.com/coronavirus/pharmacy-topics
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• Continue the discussion on the Pharmacy’s Response to COVID-19 
ENGAGE Community - https://apha.us/covid19engage

• Recording of the webinar will be posted at 
www.pharmacist.com/coronavirus within 24 hours

• Next week’s webinar will be announced tomorrow (Friday) in various 
APhA communications vehicles and posted on the APhA ENGAGE 
Communities

• Weekly webinar #3 will be conducted same day, same time, same 
place: Thursday, April 9, from 1-2 pm ET.  We hope you can join us! 

Next Steps

https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapha.us%2Fcovid19engage&data=02%7C01%7CIBernstein%40aphanet.org%7C5fbf6da9e49148547b3d08d7d174b6d7%7C6577def6f03f4adba697e1535f172506%7C1%7C0%7C637208171530109811&sdata=b2PQkhsSbhzLRrZjHjbqRIa68iPzHxHZfPoIGErdDYE%3D&reserved=0
http://www.pharmacist.com/coronavirus

